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station function of the relay node based on the setting infor-
mation relating to the closed subscriber groups of the base
station function of the relay node and the donor base station.

23 Claims, 11 Drawing Sheets

CSG-indication = TRUE
CSG-identity = 1

CSG-indication = TRUE

~ ~ TSG-identity =2~ ~

£,
{tpy
J R

/




US 9,338,655 B2

Sheet 1 of 11

May 10, 2016

U.S. Patent

L ainbi4

SRR




US 9,338,655 B2

Sheet 2 of 11

May 10, 2016

U.S. Patent

Z 24nbi4

—dl—

e
\ s an-sesn
(3n)
1S (an)
\ INW-LS
: : M
@wm\w‘m% (30)] 3 (jeuondo) ¢ __ modmos| (ferew)] vonouny | ¢ c_:m
dlr - . . san-feedll n-1s N gne-touog [
7Y Mo herey § __ an-kepyl™ n-is Jane-ouog 7 L o
0000000 R0 —..N—(
\ (hejoy) €WV
“Aejog)— ann-1s
Lig 2\
\
sluawsa|3 3oMeN 3N
swewai3 yomeN Aerey [ s.3n-Aety

3N j aGnNe

Aejay

3

n-1esn

<2
NS
0



US 9,338,655 B2

Sheet 3 of 11

May 10, 2016

U.S. Patent

¢ ainbi4

S < 2= Anusprogg
3NYL = UoeIIPUIFDSH
I = ARuapl-o8)

N1 = uonjediput-9g9




US 9,338,655 B2

Sheet 4 of 11

May 10, 2016

U.S. Patent

\

eeysS

134

$ aunbi4

Aqnedwod jo swud) ul
L1 uonewuoyul Bunyes g9 pasinboe pue paaalyas Buriedwod

uoljew.soju) Bupas g9 palsinboe pue paasu}al uo paseq
apou Aejal Jo uoldUN} UOIJL}S aseq JO |013U0D SS9k Bulwaopad

uolje}s aseq Jouop jo
uonewaojul bupas 959 Buuinboe

cvs

apou Aeja. Jo uonoduNj uoneys aseq jo
uonewuojul buyass g9 Buinaal

ivS




US 9,338,655 B2

Sheet 5 of 11

May 10, 2016

U.S. Patent

G ainbi4

wdjsAs Jejnjjad pasueyua-Aejal 0}
ssadoe Buneniul

14°1

A
ajqeyns

A

J Ajuo

uolnjewsojul 6uias 989 paAladal pue paindosd uo paseq apou
Aejal Jo uoidouNny uoijels aseq Jo Yoayd Ajjiqelins buiwiopad

€6S

3

uolje)s aseq Jouop jo
uoljewsojul buas g9 Buialsal

¢SS

apou Aejai jo uono

unj uoijels aseq Jo

uonewlojuy Bues g9 bBunnsoad

1SS




US 9,338,655 B2

Sheet 6 of 11

May 10, 2016

U.S. Patent

g ainb

13

Ralas yoeny * qg

palte} 51 §|03U03 §98308 OSD B

yefeu yoepy * q

10 9U0 Aue 9s®d U}

1daxoe yoeny * eg

[NY$SEAONS 8. S|ORUOD §5330Y

yedoe yoeny - es

98D yioq esed )

1199 ENe-N oyl Jo sbumes 9SJ el
pue jj1e0 gNeq ey Jo sBuies 981 8] uo peseq
uoiouNj GNE-NY 8yl JO [JIU0D SSB0E ©SD L

ISyaUYM,

JN-NA pue 123 GNaGg aul jo sbumes 980 ay) uo
PSSEQ Uonaun J-Ny 24} 4O [04U00 §S900' 93D °9

18 O8] paquasqns

-y

oy

{Jsn 950 Pequasqns an-N;

[eagulas oju) uonduIsgns N

{1180 gue-N

139 guag ay) Jo sbuNes O8O
M oY1 40 sbugies OgD) isenbal Yol

14

-l

(120 g

io-NY 9 o sBunjes ©g0) 1sanbas yoenvy'e

1185 GNe-NY 801 J0 SBUmSs ©50 o)
pUE |j30 GNaQ AUl Jo 6UMBS S 8Ly Lo paseq
UoiIUN) GNB-NY 9Ul JO X03UD AllpGeIns 98 °Z

TSToUWR) B OSD PoquIsans
3NN pUE 163 BNSQ aul Jo sBumes O§J et uo
poseq UoRoUN} 3N-NY Y 40 XIBD AIAENNS O °)

1122 gN3Q U} Jo sbumes D8

SSH

(3nNY 1o})
JAN

8Neq uomuny Jn | uonoun) gN3

N




US 9,338,655 B2

Sheet 7 of 11

/ 3Inbi4

pafas yoeyy * a6

paliey st SIONL0D £53E DS Ayl

40 BUO AUE ISED U|

10oles yoERY Q0L

1daooe yoeny ° B

|NJSSSIINS BB §|0U0D $5300H

953 Woq asedu}

1desoe Yoeny "eQL

190 GNo-NY oY) 0 sbumas D50 o
pue |80 GNSQ Sy} Jo sBumes 98D el uo peseq
uonouR ANB-NY SY1 §O [0JUC3 SSENE OSD B

TSTORUA) 161} DS PIGHISGNS
3N-NY PUE 1133 gNaq 8y) Jo SBUISS O8I oy} uo
Paseq UONoUNY JT-NY OY) JO [04U0 $53308 OSD L

(118
‘151l 980 paquasq

OJur uchakISqNs JIN-NA

ANo-NY aul o sbumes 980
ns 3n-Nw) uoisinoud our uonduakans Ny 9

May 10, 2016

U.S. Patent

841 Jo Led Se 180 gNE&-NY 8y} jo
au} jo sBuIPas 58 8Y) JO ydeds ‘g

180 gueq ey) Jo sBumes 98
‘() 1sanbai yaewy v

() 3senbes yoeuy ¢
130 gN@-NY 8l jo sBumes oS0 ey
pue (20 gNag ey jo sBuigas S ey; uo paseq
uoioun) ANS-NM 8ul §0 %29U2 AIlGeInS 83 °Z

TEIBUUM) 151 OSD paquosqns
AM-NY PuE (185 geq eyl jo sBumes S ey uo
__poseq uogaun) 3-Ny Y} 103 Y98yd Aigens .

1183 gNag ey} Jo sbullles 989

]

aneg uowouny 3N uolury gN3

(3NN J0})
SsH NN

NY




US 9,338,655 B2

Sheet 8 of 11

May 10, 2016

U.S. Patent

g ainbi4

(pemuuad jou & |22 gN2-NY dyl jo Bumes ©gD) 199fau UORO3UUED DYY "AS

paile) §1 {0U0D S58338 ©GD Sl ISEP U)

>

dnjas UOJIBUU0D DYY "8G

|NJSEBIONE §) [0AUOD SS80L S Ly wmmw u)

>

1190 ANBQ 8u} Jo sbumas 982 syt pue
1199 GN3-NY 8yl Jo sBumas O30 sy uo paseq
uoIpuUNY GNa-NY 3y} JO [0JJUCD SSBIJE S b

g

(1193 gua-Ny 2yl 1o SBulies OSD) 1sanbal UolBUUC DHY '€

1190 GNG-NY W) JO sBumas 550 oul
PUE [}90 NG Y} JO SBURIS DSD auYj Uo peseq
uonouNy GNB-NY 8Ul O %29U2 AllIGRINS 960 ‘2

—TISIBHUA) 15 OS50 Paqasqs
3N-NY PUE 182 GNOT 8 Jo sBules DS el uo
paseq uonoun; JN-Ny 84} 104 ¥0Y0 AllNeNNS 980 'L

1199 GNBQ U} J0 sbunas 95D

N

aNeg

L/

uoouNy 3N | uonduny N3

NY




US 9,338,655 B2

Sheet 9 of 11

May 10, 2016

U.S. Patent

6 ainbi4

uoisinosd ojun

fled gNaQ paloales jo sBumas 989 oy 0}
Buipsodoe 190 gNa-NY 9yl Jo sbumes 9350 ayi ubiy ‘gz

<
-

(1190 gNe-NY @y jo sbutlias 580 paubie)

ucnenbyuoD "qg

apow ss30%8 | 997

{180 gNaQ pFidajas jo

al 1Rd)osul oday °g

1si 1180 gNa( JO uokIncld
uo paseq {92 gNaQ Ipales '+

—

(GNB-NY 81 O Sbuies HS0 p
(192 GNaQ SIEPIPUES) UOISKAO

1199 ANaQ pajoalas Jo sbumas Hg oty o
Butpioooe 1190 GNa-NY ay) jo sBunies 8 ayi ubljy ez

I

13> gNaQ pue
1190 gN3-NY au Jo sBunias 982 Uo paseq (185 NY 3yl
AQ passacooe 3q Jouued Jey) 1|80 gNaQ 3y} ino J3)y o'l
N 8u) 01 1183 gN8Q 81qeIdacoe 138|9s 1190 aned
PUE (180 gNa-NY auy) Jo sBuas 959 sy uo paseg '}

ubije pi {180 gNaQ )isl

id ojur voneinbyuc) eg

—»

SWN

- (opu1 uoneoo) ojul JustuuOsAUS olpel Hodoy
1190 gNaqQ Jo sbumas 933 Jo [eraway __v WVYO Wim uofosuuod dnjes
21129ds Jopuap ayoads J0pusp
SW3 SW3 anNeg N3
(w0 gNaQ) {nvO N¥)




US 9,338,655 B2

Sheet 10 of 11

May 10, 2016

U.S. Patent

0l @inbi4

| Aujeuonouny i 1 Ayjeuonouny Buuinboe
| |0JUOD SSAJ0E JN-NY P

ISiIPIYM 9SO IN-NA

Ayjeuonouny jou09
$S3208 gNo-NY

Aujeuonouny
Bulinboe uonew.ojul
Bumas 9SO gNea

Ayjeuonouny
Buinaial uonewoul
Bumes 9SO ana-Ny

Jossasoud

4

Janaosuel




US 9,338,655 B2

Sheet 11 of 11

May 10, 2016

U.S. Patent

L1 @nbi4

m Arowsw M

uonouny Burinboe
1sIBIYM 9SO IN-NY

Ayjeuonouny Buryosyo
Angeyns uonewuoul
Bumes 989

Aijeuonouny
Bunemul sseooe

Ayjeuonouny
BuiAigdas uoleWIOUI
Bumas 980 gnaa

Ayjeuonouny
Buiinooid uoneuwoyu
Bumes 980 aNa-NY

Jossaooud

Jangosuel)




US 9,338,655 B2

1
ACCESS CONTROL OF RELAY NODE WITH
CLOSED SUBSCRIBER GROUP

FIELD OF THE INVENTION

The present invention relates to access control of a relay
node with a closed subscriber group.

BACKGROUND OF THE INVENTION

In the development of radio communication systems, such
as mobile communication systems (like for example GSM
(Global System for Mobile Communication), GPRS (General
Packet Radio Service), UMTS (Universal Mobile Telecom-
munication System) or the like), efforts are made for an
evolution of the radio access part thereof. In this regard, the
evolution of radio access networks (like for example the GSM
EDGE radio access network (GERAN) and the Universal
Terrestrial Radio Access Network (UTRAN) or the like) is
currently addressed. Such improved radio access networks
are sometimes denoted as evolved radio access networks (like
for example the Evolved Universal Terrestrial Radio Access
Network (E-UTRAN)) or as being part of a long-term evolu-
tion (LTE) or LTE-Advanced. Although such denominations
primarily stem from 3GPP (Third Generation Partnership
Project) terminology, the usage thereof hereinafter does not
limit the respective description to 3GPP technology, but gen-
erally refers to any kind of radio access evolution irrespective
of the underlying system architecture. Another example for
an applicable broadband access system may for example be
IEEE 802.16 also known as WiMAX (Worldwide Interoper-
ability for Microwave Access).

In the following, for the sake of intelligibility, LTE (Long-
Term Evolution according to 3GPP terminology) or LTE-
Advanced is taken as a non-limiting example for a broadband
radio access network being applicable in the context of the
present invention and its embodiments. However, it is to be
noted that any kind of radio access network may likewise be
applicable, as long as it exhibits comparable features and
characteristics as described hereinafter.

In the development of cellular systems in general, and
access networks in particular, relaying has been proposed as
one concept. In relaying, a terminal or user equipment (UE) is
not directly connected with an access node such as a radio
base station (e.g. denoted as eNodeB or eNB) of a radio
access network (RAN), but via a relay node (RN) which is
connected to the access node. Relaying by way of relay nodes
has been proposed as a concept for coverage extension in
cellular systems. Apart from this main goal of coverage exten-
sion, introducing relay concepts can also help in providing
high-bitrate coverage in high shadowing environments,
reducing the average radio-transmission power at the a user
equipment (thereby leading to long battery life), enhancing
cell capacity and effective throughput, (e.g. increasing cell-
edge capacity and balancing cell load), and enhancing overall
performance and deployment cost of radio access networks.

FIG. 1 shows a schematic diagram of a typical deployment
scenario of a relay-enhanced cellular system, such as e.g. a
LTE or LTE-Advanced RAN with radio-relayed extensions,
for which exemplary embodiments of the present invention
are applicable. As shown in FIG. 1, UEs at disadvantaged
positions such as a cell edge and/or high shadowing areas are
connected to a so-called donor base station (DeNB) via a
respective relay node RN. Generally, any one of the relay
nodes may be stationary/fixed or mobile.

The coverage or service area of a relay node may be
referred to as relay cell, and the coverage or service area of a
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2

donor base station may be referred to as donor cell. Accord-
ingly, both the DeNB as well as the RNs may be regarded as
access nodes or base stations of an access network, possibly
as access nodes or base stations of different hierarchical level
in terms of logical and/or structural network deployment.

In a relay-enhanced cellular system, a relay node acts as a
user equipment (UE) from the point of view of its serving
donor base station (DeNB) and as a base station (eNB) from
the point of view of its served user equipment or terminal
(UE) of an actual user. Accordingly, a relay node supports
both UE and eNB functionality and, thus, incorporates both
UE and eNB functions. In the following, the user equipment
(UE) function of a relay node is denoted by RN-UE, and the
base station (eNB) function of a relay node is denoted as
RN-eNB. This is indicated e.g. in FIG. 2 below.

FIG. 2 shows a schematic diagram of a system architecture
of a relay-enhanced cellular system, such as e.g. a LTE or
LTE-Advanced RAN with radio-relayed extensions, for
which exemplary embodiments of the present invention are
applicable. As shown in FIG. 2, further network entities and/
or functions are involved, such as a mobility management
entity/function (MME) for the RN-UE function and the user
terminal, a serving gateway (SGW) and a packet data network
gateway (PGW) entity/function for the RN-UE function and
the user terminal, as well as an optional relay gateway (GW)
entity/function. While various alternative implementations
are conceived (being indicated the blocks denoted as Alt. 1,
Alt. 2 and Alt. 3), the implementation according to Alt. 2 is
currently specified as standard.

The individual entities/functions are linked by specified
interfaces indicated between respective blocks in FIG. 2. In
particular, the (wireless) link between donor base station
(DeNB) and relay node (RN) is referred to as Un link or relay
link, and the (wireless) link between the relay node (RN) and
the terminal or user equipment (UE) is referred to as Uu link
or access link.

In the development of cellular systems in general, and
access networks in particular, the concept of closed sub-
scriber group (CSG) has been proposed. For example, in
current 3GPP specifications, CSGs are applicable for home
base stations (H(e)NBs) or femtocells as well as macro base
stations ((e)NBs) or macrocells. A cell with a closed sub-
scriber group (CSG), also referred to as CSG cell is only
allowed to be accessed by a terminal or user equipment when
this terminal or user equipment is a member of the CSG of
that cell or, stated in other words, is a member of that cell. In
this regard, the parameters csg-indication and csg-identity are
defined as CSG-related parameters for handling and manag-
ing access of CSG cells. The parameter csg-indication indi-
cates whether or not a cell is a CSG cell, and the parameter
csg-identity defines the identity of the CSG within the cellular
system the cell belongs to. When csg-indication is set to
TRUE for a specific cell, the terminal or user equipment is
only allowed to access this cell, if the csg-identity matches an
entry in the CSG whitelist of the terminal or user equipment.
That is, in the context of CSGs, a specific CSG-based access
control for a terminal or user equipment is required and speci-
fied from both UE side and network side.

The concept of closed subscriber group is generally appli-
cable to relay-enhanced cellular systems. In such case, any
relay cell may be a CSG cell or not, and any donor cell may be
a CSG cell or not. The CSG-related parameters of the indi-
vidual cells may be transferred by being included in System
Information Block 1 (SIB1) according to current specifica-
tions so as to be advertised between relay node and donor base
station.
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While current specifications of CSG-based access control
are applicable for a relay node when acting as a user equip-
ment towards the network side, problems arise regarding the
base station function of a relay node. Moreover, additional
problems arise when the relay node (i.e. its base station func-
tion) has a closed subscriber group itself. That is, with speci-
fications of CSG-based access control, problems arise in the
access control of a relay node, in particular when a CSG is
introduced both at the relay node and the donor base station,
the two CSGs potentially exhibiting different settings, such as
CSG ID and/or access mode (wherein the access mode could
e.g. be hybrid/closed/open).

The above-mentioned problems are explained hereinafter.

FIG. 3 shows a schematic diagram of an exemplary deploy-
ment scenario of a relay-enhanced cellular system where both
DeNB and RN represent CSG cells with different settings.

As shown in FIG. 3, both the DeNB and the RN represent
CSG cells but with different CSG identities. A conceivable
scenario of such deployment situation may for example be in
an office or enterprise environment, where the DeNB is
deployed to provide coverage to the whole building, while the
RN is implemented in each floor or department to serve the
staff on the specific floor or of the specific department only.

As described before, the RN combines both UE function
and eNB function. Given this special feature of a relay node,
for the access control, it cannot be considered just as a normal
UE, because it provides network service (as an eNB) to other
normal UE(s). It has been agreed in 3GPP that the RN should
indicate to the network that it is a RN, if it would act as a. RN
instead of normal UE, and the network side would confirm the
RN identity based on the subscription info of the RN.

In current specifications, there is no consideration of an
introduction of CSGs into relay systems. Hence, the currently
discussed RN access control mechanism does not consider
any CSG factors. Therefore, the existing CSG-based access
control mechanisms specified for normal UEs will face some
problems when applied for relay nodes because it does not
consider the feature of the eNB function of the relay node but
only its UE function.

In case a RN attaches to the network as (RN-)UE, the
access control is performed by the MME based on the sub-
scribed CSG list of the (RN-)UE and the CSG settings (i.e.
CSG ID and access mode) of the accessed cell, i.e. the DeNB
cell. After the RN passed the access control as a UE, the
network activates the Un link. After that time, the RN acts as
a RN and provides networks service to other UEs. Because no
additional considerations of the CSG settings of the RN (i.e.
the RN-eNB) where done before, when the DeNB was per-
forming access control to the RN, it is possible that the RN
provides network service to other UEs permitted based on the
RN’s CSG settings but not permitted based on the DeNB’s
CSG@ settings, which is because of the difference between the
CSG settings of the DeNB and RN cells. For example, the
DeNB cell may be configured with a CSG, while the RN cell
may be configured with an open CSG or hybrid CSG.

In view thereof, there do not exist any feasible mechanisms
for properly and correctly handling access control of a relay
node with a closed subscriber group, in particular in case of
layered CSG cells where a CSG cell is part of a relay node that
itself is in a CSG cell of a donor base station, the layered CSG
cells potentially exhibiting difference CSG settings.

Accordingly, mechanisms are needed for access control of
a relay node with a closed subscriber group, in particular in
case of layered CSG cells where a CSG cell is part of a relay
node that itself is in a CSG cell of a donor base station, the
layered CSG cells potentially exhibiting difference CSG set-
tings.
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4
SUMMARY OF EMBODIMENTS OF THE
INVENTION

The present invention and its embodiments aim at solving
or at least mitigating above-mentioned problems and draw-
backs of the background art.

The present invention and its embodiments are made to
provide for mechanisms for access control of a relay node
with a closed subscriber group.

According to an exemplary first aspect of the present inven-
tion, there is provided a method comprising retrieving setting
information relating to a closed subscriber group of a base
station function of a relay node, said relay node requesting
access to a relay-enhanced cellular system via a donor base
station, acquiring setting information relating to a closed
subscriber group of the donor base station, and performing
access control of the base station function of the relay node
based on the setting information relating to the closed sub-
scriber groups of the base station function of the relay node
and the donor base station.

According to further developments or modifications
thereof, one or more of the following applies:

the setting information comprise at least one of an identity

ofthe closed subscriber group and an access mode of the
base station function of the relay node and the donor
base station, respectively,

the closed subscriber group of the base station function of

the relay node is one of a plurality of closed subscriber
groups of the relay node, which is selected on the basis
of at least one of location of the relay node, the donor
base station, policy of operator, and temporal condi-
tions,

the access control of the base station function of the relay

node is successful, when the setting information relating
to the closed subscriber groups of the base station func-
tion of the relay node and the donor base station are
compatible in terms of at least one of identity, access
mode, and members,

the method is operable at or by a mobility management

entity of a user equipment function of the relay node,

in this case:

the method further comprises performing access control
of'the user equipment function of the relay node based
on the setting information relating to the closed sub-
scriber group of the donor base station and a whitelist
defining one or more closed subscriber groups in
which the user equipment function of the relay node is
a member, wherein the access control of the user
equipment function of the relay node is successful,
when the user equipment function of the relay node is
amember of the closed subscriber group of the donor
base station,

the method further comprises sending an attach accept
message to the donor base station and/or the relay
node when both the access control of the base station
function of the relay node and the access control of the
user equipment function of the relay node are success-
ful, or sending an attach reject message to the donor
base station and/or the relay node when at least one of
the access control of the base station function of the
relay node and the access control of the user equip-
ment function of the relay node is not successful,

the retrieving and the acquiring comprise receiving the
setting information relating to the closed subscriber
groups of the base station function of the relay node
and the donor base station from the donor base station,
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the setting information relating to the closed subscriber
group of the base station function of the relay node is
included in an attach request message,

the retrieving comprises fetching the setting information
relating to the closed subscriber group of the base
station function of the relay node from a home sub-
scriber system storing the setting information relating
to the closed subscriber group of the base station
function of the relay node as part of subscription
information of the user equipment function of the
relay node,

the acquiring comprises receiving the setting informa-
tion relating to the closed subscriber group of the
donor base station from the donor base station,

the method further comprises receiving an attach request
message from the donor base station.

the method is operable at or by the donor base station,

in this case:

the retrieving comprises receiving the setting informa-
tion relating to the closed subscriber group of the base
station function of the relay node from the relay node,

the setting information relating to the closed subscriber
group of the base station function of the relay node is
included in a connection request message,

the acquiring comprises locally obtaining the setting
information relating to the closed subscriber group of
the donor base station from a local storage of the
donor base station,

the method further comprises sending a connection
setup message to the relay node when the access con-
trol of the base station function of the relay node is
successful, or sending a connection reject message to
the relay node when the access control of the base
station function of the relay node is not successful,
and/or

the donor base station and/or the relay node is part of an

evolved radio access network in accordance with LTE
and/or LTE-Advanced specifications.

According to an exemplary second aspect of the present
invention, there is provided an apparatus comprising a pro-
cessor configured to retrieve setting information relating to a
closed subscriber group of a base station function of a relay
node, said relay node requesting access to a relay-enhanced
cellular system via a donor base station, acquire setting infor-
mation relating to a closed subscriber group of the donor base
station, and perform access control of the base station func-
tion of the relay node based on the setting information relating
to the closed subscriber groups of the base station function of
the relay node and the donor base station.

According to further developments or modifications
thereof, one or more of the following applies:

the setting information comprise at least one of an identity

of'the closed subscriber group and an access mode of the
base station function of the relay node and the donor
base station, respectively,

the closed subscriber group of the base station function of

the relay node is one of a plurality of closed subscriber
groups of the relay node, which is selected on the basis
of at least one of location of the relay node, the donor
base station, policy of operator, and temporal condi-
tions,

the access control of the base station function of the relay

node is successful, when the setting information relating
to the closed subscriber groups of the base station func-
tion of the relay node and the donor base station are
compatible in terms of at least one of identity, access
mode, and members,
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the apparatus is operable as or at a mobility management
entity of a user equipment function of the relay node,
in this case:
the processor is further configured to perform access
control of the user equipment function of the relay
node based on the setting information relating to the
closed subscriber group of the donor base station and
a whitelist defining one or more closed subscriber
groups in which the user equipment function of the
relay node is a member, wherein the access control of
the user equipment function of the relay node is suc-
cessful, when the user equipment function ofthe relay
node is amember of the closed subscriber group of the
donor base station,
the apparatus further comprises a transmitter configured
to and/or the processor is further configured to send an
attach accept message to the donor base station and/or
the relay node when both the access control of the
base station function of the relay node and the access
control of the user equipment function of the relay
node are successful, or to send an attach reject mes-
sage to the donor base station and/or the relay node
when at least one of the access control of the base
station function of the relay node and the access con-
trol of the user equipment function of the relay node is
not successful,
the apparatus further comprises a receiver configured to
and/or the processor, for retrieving and acquiring, is
further configured to receive the setting information
relating to the closed subscriber groups of the base
station function of the relay node and the donor base
station from the donor base station,
the setting information relating to the closed subscriber
group of the base station function of the relay node is
included in an attach request message,
the apparatus further comprises a receiver configured to
and/or the processor, for retrieving, is further config-
ured to fetch the setting information relating to the
closed subscriber group of the base station function of
the relay node from a home subscriber system storing
the setting information relating to the closed sub-
scriber group of the base station function of the relay
node, as part of subscription information of the user
equipment function of the relay node,
the apparatus further comprises a receiver configured to
and/or the processor, for acquiring, is further config-
ured to receive the setting information relating to the
closed subscriber group of the donor base station from
the donor base station,
the apparatus further comprises a receiver configured to
and/or the processor is further configured to receive
anattach request message from the donor base station,
the apparatus is operable as or at the donor base station,
the apparatus further comprises a receiver configured to
and/or the processor, for retrieving, is further config-
ured to receive the setting information relating to the
closed subscriber group of the base station function of
the relay node from the relay node,
the setting information relating to the closed subscriber
group of the base station function of the relay node is
included in a connection request message,
the processor, for acquiring, is further configured to
locally obtain the setting information relating to the
closed subscriber group of the donor base station from
a local storage of the donor base station,
the apparatus further comprises a transmitter configured
to and/or the processor is further configured to send a
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connection setup message to the relay node when the
access control of the base station function of the relay
node is successful, or to send a connection reject
message to the relay node when the access control of
the base station function of the relay node is not suc-
cessful, and/or

the donor base station and/or the relay node is part of an

evolved radio access network in accordance with LTE
and/or LTE-Advanced specifications.

According to an exemplary third aspect of the present
invention, there is provided a method comprising providing
setting information relating to a closed subscriber group of a
base station function of a relay node for access control of the
base station function of the relay node, said relay node
requesting access to a relay-enhanced cellular system via a
donor base station having a closed subscriber group.

According to further developments or modifications
thereof, one or more of the following applies:

the setting information comprise at least one of an identity

of'the closed subscriber group and an access mode of the
base station function of the relay node,

the closed subscriber group of the base station function of

the relay node is one of a plurality of closed subscriber
groups of the relay node, which is selected on the basis
of at least one of location of the relay node, policy of
operator, the donor base station, and temporal condi-
tions,

the method is operable at or by the relay node,

in this case:

the method further comprises receiving setting informa-
tion relating to the closed subscriber group of the
donor base station, performing a suitability check of a
user equipment function of the relay node based on
the setting information relating to the closed sub-
scriber group of the donor base station and a whitelist
defining one or more closed subscriber groups in
which the user equipment function of the relay node is
a member, and performing a suitability check of the
base station function of the relay node based on the
setting information relating to the closed subscriber
groups of the base station function of the relay node
and the donor base station,

the providing is performed only when both suitability
checks are successful such that the user equipment
function of the relay node is a member of the closed
subscriber group of the donor base station and the
setting information relating to the closed subscriber
group of the base station function of the relay node
and the donor base station are compatible in terms of
at least one of identity, access mode, and members,

the providing comprises transmitting the setting infor-
mation relating to the closed subscriber group of the
base station function of the relay node to the donor
base station,

the method further comprises activating the base station
function of the relay node upon receipt of an attach
accept message, or rejecting access of the relay node
upon receipt of an attach reject message.

the setting information relating to the closed subscriber
group of the base station function of the relay node is
included in an attach request message,

the setting information relating to the closed subscriber
group of the base station function of the relay node is
included in connection request message.
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the method, is operable at or by the donor base station,
in this case:
the method further comprises receiving the setting infor-
mation relating to the closed subscriber group of the
base station function of the relay node from the relay
node,
the providing comprises transmitting the setting infor-
mation relating to the closed subscriber group of the
base station function of the relay node to a mobility
management entity of a user equipment function of
the relay node,
the setting information relating to the closed subscriber
group of the base station function of the relay node is
included in an attach request message,
the method is operable at or by a home subscriber system,
in this case:
the providing comprises transmitting the setting infor-
mation relating to the closed subscriber group of the
base station function of the relay node to a mobility
management entity of a user equipment function of
the relay node,
the setting information relating to the closed subscriber
group of the base station function of the relay node is
included in subscription information of the user
equipment function of the relay node,
the method further comprises receiving a request for fetch-
ing the setting information relating to the closed sub-
scriber group of the base station function of the relay
node from the mobility management entity, and locally
obtaining the setting information relating to the closed
subscriber group of the base station function of the relay
node from a local storage storing the setting information
relating to the closed subscriber group ofthe base station
function of the relay node as part of subscription infor-
mation of the user equipment function of the relay node,

the donor base station and/or the relay node is, part of an
evolved radio access network in accordance with LTE
and/or LTE-Advanced specifications.

According to an exemplary fourth aspect of the present
invention, there is provided an apparatus comprising a pro-
cessor configured to provide setting information relating to a
closed subscriber group of a base station function of a relay
node for access control of the base station function of the
relay node, said relay node requesting access to a relay-
enhanced cellular system via a donor base station having a
closed subscriber group.

According to further developments or modifications
thereof, one or more of the following applies: . . .

the setting information comprise at least one of an identity

ofthe closed subscriber group and an access mode of the
base station function of the relay node,

the closed subscriber group of the base station function of

the relay node is one of a plurality of closed subscriber
groups of the relay node, which is selected on the basis
of at least one of location of the relay node, policy of
operator, the donor base station, and temporal condi-
tions,

the apparatus is operable as or at the relay node,

in this case:

the apparatus further comprises a receiver configured to
and/or the processor is further configured to receive
setting information relating to the closed subscriber
group of the donor base station,

the processor is further configured to perform a suitabil-
ity check of a user equipment function of the relay
node based on the setting information relating to the
closed subscriber group of the donor base station and
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a whitelist defining one or more closed subscriber
groups in which the user equipment function of the
relay node is a member,
the processor is further configured to perform a suitabil-
ity check of'the base station function of the relay node
based on the setting information relating to the closed
subscriber groups of the base station function of the
relay node and the donor base station,
the processor is further configured to perform the pro-
viding only when both suitability checks are success-
ful such that the user equipment function of the relay
node is amember of the closed subscriber group of the
donor base station and the setting information relating
to the closed subscriber group of the base station
function of the relay node and the donor base station
are compatible in terms of at least one of identity,
access mode, and members,
the apparatus further comprises a transmitter configured
to and/or the processor, for providing, is further con-
figured to transmit the setting information relating to
the closed subscriber group of the base station func-
tion of the relay node to the donor base station,
the processor is further configured to activate the base
station function of the relay node upon receipt of an
attach accept message or a connection setup message,
or reject access of the relay node upon receipt of an
attach reject message or a connection reject message,
the setting information relating to the closed subscriber
group of the base station function of the relay node is
included in an attach request message,
the setting information relating to the closed subscriber
group of the base station function of the relay node is
included in connection request message,
the apparatus is operable as or at the donor base station,
the apparatus further comprises a receiver configured to
and/or the processor is further configured to receive
the setting information relating to the closed sub-
scriber group of the base station function of the relay
node from the relay node,
the apparatus further comprises a transmitter configured
to and/or the processor, for providing, is further con-
figured transmit the setting information relating to the
closed subscriber group of the base*station function
of the relay node to a mobility management entity of
a user equipment function of the relay node,
the setting information relating to the closed subscriber
group of the base station function of the relay node is
included in an attach request message,
the apparatus is operable as or at a home subscriber system,
in this case:
the apparatus further comprises a transmitter configured
to and/or the processor, for providing, is further con-
figured to transmit the setting information relating to
the closed subscriber group of the base station func-
tion of the relay node to a mobility management entity
of a user equipment function of the relay node,
the setting information relating to the closed subscriber
group of the base station function of the relay node is
included in subscription information of the user
equipment function of the relay node,
the apparatus further comprises a receiver configured to
and/or the processor is further configured to receive a
request for fetching the setting information relating to
the closed subscriber group of the base station func-
tion of the relay node from the mobility management
entity,
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the processor is further configured to locally obtain the
setting information relating to the closed subscriber
group of the base station function of the relay node
from a local storage storing the setting information
relating to the closed subscriber group of the base
station function of the relay node as part of subscrip-
tion information of the user equipment function of the
relay node, and/or

the donor base station and/or the relay node is part of an

evolved radio access network in accordance with LTE
and/or LTE-Advanced specifications.

According to an exemplary fifth aspect of the present
invention, there is provided a method comprising procuring
setting information relating to a closed subscriber group of a
base station function of a relay node, said relay node request-
ing access to a relay-enhanced cellular system via a donor
base station, receiving setting information relating to a closed
subscriber group of the donor base station, performing a
suitability check of the base station function of the relay node
based on the setting information relating to the closed sub-
scriber groups of the base station function of the relay node
and the donor base station, and initiating an access to the
relay-enhanced cellular system via the donor base station
when the suitability check is successful such that the setting
information relating to the closed subscriber group of the base
station function of the relay node and the donor base station
are compatible in terms of at least one of identity, access
mode, and members.

According to further developments or modifications
thereof, one or more of the following applies:

the method further comprises performing a suitability

check of a user equipment function of the relay node
based on the setting information relating to the closed
subscriber group ofthe donor base station and a whitelist
defining one or more closed subscriber groups in which
the user equipment function of the relay node is a mem-
ber,

the access initiation is performed only when both suitabil-

ity checks are successful such that the user equipment
function of the relay node is a member of the closed
subscriber group ofthe donor base station and the setting
information relating to the closed subscriber group of
the base station function of the relay node and the donor
base station are compatible in terms of at least one of
identity, access mode, and members,

the network initiation comprises providing the setting

information relating to a closed subscriber group of
abase station function of a relay node to the relay-en-
hanced cellular system,

the providing comprises transmitting the setting informa-

tion relating to the closed subscriber group of the base
station function of the relay node to the donor base
station,

the method further comprises activating the base station

function of the relay node upon receipt of an attach
accept message or a connection setup message, or reject-
ing access of the relay node upon receipt of an attach
reject message or a connection reject message,

the setting information comprise at least one of an identity

ofthe closed subscriber group and an access mode of the
base station function of the relay node,

the closed subscriber group of the base station function of

the relay node is one of a plurality of closed subscriber
groups of the relay node, which is selected on the basis
of at least one of location of the relay node, policy of
operator, the donor base station, and temporal condi-
tions,
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the setting information relating to the closed subscriber
group of the base station function of the relay node is
included in an attach request message, or the setting
information relating to the closed subscriber group of
the base station function of the relay node is included in
connection request message,

the method is operable at or by the relay node, and/or

the donor base station and/or the relay node is part of an

evolved radio access network in accordance with LTE
and/or LTE-Advanced specifications.

According to an exemplary sixth aspect of the present
invention, there is provided an apparatus comprising a
receiver and/or a processor configured to receive setting
information relating to a closed subscriber group of the donor
base station, and a processor configured to procure setting
information relating to a closed subscriber group of a base
station function of a relay node, said relay node requesting
access to a relay-enhanced cellular system via a donor base
station, perform a suitability check of the base station func-
tion of the relay node based on the setting information relating
to the closed subscriber groups of the base station function of
the relay node and the donor base station, and initiate an
access to the relay-enhanced cellular system via the donor
base station when the suitability check is successful such that
the setting information relating to the closed subscriber group
of the base station function of the relay node and the donor
base station are compatible in terms of at least one of identity,
access mode, and members.

According to further developments or modifications
thereof, one or more of the following applies:

the processor is further configured to perform a suitability

check of a user equipment function of the relay node
based on the setting information relating to the closed
subscriber group of the donor base station and a whitelist
defining one or more closed subscriber groups in which
the user equipment function of the relay node is a mem-
ber,

the processor is further configured to perform the access

initiation only when both suitability checks are success-
ful such that the user equipment function of the relay
node is a member of the closed subscriber group of the
donor base station and the setting information relating to
the closed subscriber group of the base station function
of' the relay node and the donor base station are compat-
ible in terms of at least one of identity, access mode, and
members,

the processor, for access initiation, is further configured to

provide the setting information relating to a closed sub-
scriber group of a base station function of a relay node to
the relay-enhanced cellular system,
the apparatus further comprises a transmitter configured to
and/or the processor, for providing, is further configured
to transmit the setting information relating to the closed
subscriber group of the base station function of the relay
node to the donor base station,
the processor is further configured to activate the base
station function of the relay node upon receipt of an
attach accept message or a connection setup message, or
to reject access of the relay node upon receipt of an
attach reject message or a connection reject message,

the setting information comprise at least one of an identity
of'the closed subscriber group and an access mode of the
base station function of the relay node,

the closed subscriber group of the base station function of

the relay node is one of a plurality of closed subscriber
groups of the relay node, which is selected on the basis
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of at least one of location of the relay node, policy of
operator, the donor base station, and temporal condi-
tions,

the setting information relating to the closed subscriber

group of the base station function of the relay node is
included in an attach request message, or the setting
information relating to the closed subscriber group of
the base station function of the relay node is included in
connection request message,

the apparatus is operable as or at the relay node, and/or

the donor base station and/or the relay node is part of an

evolved radio access network in accordance with LTE
and/or LTE-Advanced specifications.

According to an exemplary seventh aspect of the present
invention, there is provided a computer program product
including a program comprising software code portions being
arranged, when run on a processor of an apparatus (such as
e.g. according to the above second aspect and/or develop-
ments or modifications thereof), to perform the method
according to the above first aspect and/or developments or
modifications thereof.

According to an exemplary eighth aspect of the present
invention, there is provided a computer program product
including a program comprising software code portions being
arranged, when run on a processor of an apparatus (such as
e.g. according to the above fourth aspect and/or developments
or modifications thereot), to perform the method according to
the above third aspect and/or developments or modifications
thereof.

According to an exemplary ninth aspect of the present
invention, there is provided a computer program product
including a program comprising software code portions being
arranged, when run on a processor of an apparatus (such as
e.g. according to the above sixth aspect and/or developments
or modifications thereot), to perform the method according to
the above fifth aspect and/or developments or modifications
thereof.

According to further developments or modifications
thereof, the computer program product according to the sev-
enth, eighth or ninth aspect comprises a computer-readable
medium on which the software code portions are stored,
and/or the program is directly loadable into a memory of the
processor.

By way of exemplary embodiments of the present inven-
tion, there are provided mechanisms for access control of a
relay node with a closed subscriber group. Such measures are
particularly beneficial in case of layered CSG cells where a
CS@G cell is part of a relay node that itself is in a CSG cell of
a donor base station, the layered CSG cells potentially exhib-
iting differences in their CSG settings.

By way of exemplary embodiments of the present inven-
tion, both CSG restrictions of relay and donor cells may be
properly considered in relay node access control. Accord-
ingly, by way of exemplary embodiments of the present
invention, a comprehensive combination of relay systems
with the CSG concept is facilitated.

By way of exemplary embodiments of the present inven-
tion, there are provided mechanisms for facilitating relay
node access control (i.e. assuring a proper CSG handling in
relay node access control) via a donor base station in a relay-
enhanced system supporting closed subscriber groups for
relay and donor cells. Accordingly, by way of exemplary
embodiments of the present invention, it may be verified
during relay node access control that the CSG parameters in
the RN cell are compatible with the CSG parameters in the
DeNB cell, thus ensuring that a relay node may only be
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successfully connected to a donor base station when the CSG
parameters in the RN cell are compatible with the CSG
parameters in the DeNB cell.

BRIEF DESCRIPTION OF THE DRAWINGS

In the following, the present invention will be described in
greater detail by way of non-limiting examples with reference
to the accompanying drawings, in which

FIG. 1 shows a schematic diagram of a typical deployment
scenario of a relay-enhanced cellular system for which exem-
plary embodiments of the present invention are applicable,

FIG. 2 shows a schematic diagram of a system architecture
of a relay-enhanced cellular system for which exemplary
embodiments of the present invention are applicable,

FIG. 3 shows a schematic diagram of an exemplary deploy-
ment scenario of a relay-enhanced cellular system where both
DeNB and RN represent CSG cells with different settings,

FIG. 4 shows a flowchart of an exemplary method accord-
ing to exemplary embodiments of the present invention,

FIG. 5 shows a flowchart of another exemplary method
according to exemplary embodiments of the present inven-
tion,

FIG. 6 shows a signaling diagram of a first exemplary
procedure of relay node access control according to exem-
plary embodiments of the present invention,

FIG. 7 shows a signaling diagram of a second exemplary
procedure of relay node access control according to exem-
plary embodiments of the present invention,

FIG. 8 shows a signaling diagram of a third exemplary
procedure of relay node access control according to exem-
plary embodiments of the present invention,

FIG. 9 shows a signaling diagram of an exemplary OAM-
based procedure of access control according to exemplary
embodiments of the present invention,

FIG. 10 shows a schematic block diagram of an exemplary
device according to exemplary embodiments of the present
invention, and

FIG. 11 shows a schematic block diagram of another exem-
plary device according to exemplary embodiments of the
present invention.

DETAILED DESCRIPTION OF EMBODIMENTS
OF THE PRESENT INVENTION

The present invention is described herein with reference to
particular non-limiting examples and to what are presently
considered to be conceivable embodiments of the present
invention. A person skilled in the art will appreciate that the
invention is by no means limited to these examples, and may
be more broadly applied.

The present invention and its embodiments are mainly
described in relation to 3GPP specifications being used as
non-limiting examples for certain exemplary network con-
figurations and deployments. In particular, an LTE (E-UT-
RAN) radio access network and corresponding standards
(LTE releases 8, 9 and LTE-Advanced release 10 and beyond)
are used as a non-limiting example for the applicability of
thus described exemplary embodiments. As such, the descrip-
tion of exemplary embodiments given herein specifically
refers to terminology which is directly related thereto. Such
terminology is only used in the context of the presented
non-limiting examples, and does naturally not limit the inven-
tion in any way. Rather, any other network configuration or
system deployment, etc. may also be utilized as long as com-
pliant with the features described herein.
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Generally, embodiments of the present invention may be
applicable for/in any kind of modern and future communica-
tion network including any conceivable mobile/wireless
communication networks according to 3GPP (Third Genera-
tion Partnership Project) or IETF (Internet Engineering Task
Force) specifications.

Inparticular, embodiments of the present invention may be
applicable in any relay-enhanced cellular system such as for
example in any relay-enhanced (cellular) access system
where relay nodes/cells and donor nodes/cells exist, both
being configurable as CSG cells with arbitrary CSG settings.

Hereinafter, various embodiments and implementations of
the present invention and its aspects or embodiments are
described using several alternatives. It is generally noted that,
according to certain needs and constraints, all of the described
alternatives may be provided alone or in any conceivable
combination (also including combinations of individual fea-
tures of the various alternatives).

For the description of exemplary embodiments of the
present invention, a relay-enhanced cellular system, such as
that according to the exemplary illustrations of FIGS. 1 to 3,
is used as an exemplary, illustrative and non-limiting basis.

According to exemplary embodiments of the present
invention, in general terms, there are provided mechanisms,
measures and means for a proper handling of closed sub-
scriber groups in relay-enhanced systems, thereby enabling
e.g. an appropriate and efficient relay node access control via
a donor base station of a relay-enhanced access network.

For the following description, it may exemplarily be
assumed that setting information relating to a closed sub-
scriber group, i.e. CSG setting information, may comprise at
least one of an identity of the closed subscriber group and an
access mode of the respective entity, e.g. a (base station
function of a) relay node and/or a donor base station.

In the following, exemplary embodiments of the present
invention are described with reference to methods, proce-
dures and functions, as well as with reference to structural
arrangements and configurations.

FIG. 4 shows a flowchart of an exemplary method accord-
ing to exemplary embodiments of the present invention. The
exemplary method according to FIG. 4 may be regarded as an
enhanced RN access control mechanism at the network side.

The exemplary method according to FIG. 4 may, for
example, be performed by or at a MME according to FIGS. 6
and 7, and/or a DeNB according to FIG. 8.

As shown in FIG. 4, a method according to exemplary
embodiments of the present invention may comprise an
operation of retrieving setting information relating to a closed
subscriber group of a base station function of a relay node
(S41), said relay node requesting access to a relay-enhanced
cellular system via a donor base station, an operation of
acquiring setting information relating to a closed subscriber
group of the donor base station (S42), and an operation of
performing access control of the base station function of the
relay node based on the setting information relating to the
closed subscriber groups of the base station function of the
relay node and the donor base station (S43). The access con-
trol operation may comprise an operation of comparing the
setting information relating to the closed subscriber groups of
the base station function of the relay node and the donor base
station in terms of compatibility and/or permission (S43a).
The access control of the base station function of the relay
node would be successtul, when the setting information relat-
ing to the closed subscriber groups of the base station function
of'the relay node and the donor base station are compatible or
permitted, e.g. in terms of at least one of identity, access
mode, and members.
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Although not shown in FIG. 4, a method according to
exemplary embodiments of the present invention may further
comprise an operation of performing access control of the
user equipment function of the relay node based on the setting
information relating to the closed subscriber group of the
donor base station and a whitelist defining one or more closed
subscriber groups in which the user equipment function of the
relay node is a member. The access control of the user equip-
ment function of the relay node would be successful, when
the user equipment function of the relay node is a member of
the closed subscriber group of the donor base station.

As aresult, the access of the relay node is permitted when
the one access control is or, if applicable, both access controls
are successful.

FIG. 5 shows a flowchart of another exemplary method
according to exemplary embodiments of the present inven-
tion. The exemplary method according to FIG. 5 may be
regarded as an enhanced RN access control mechanism at the
UE function (RN-UE) side.

The exemplary method according to FIG. 5 may, for
example, be performed by or at a RN according to FIGS. 6 to
8.

As shown in FIG. 5, a method according to exemplary
embodiments of the present invention may comprise an
operation of procuring setting information relating to a closed
subscriber group of a base station function of a relay node,
said relay node requesting access to a relay-enhanced cellular
system via a donor base station (S51), an operation of receiv-
ing setting information relating to a closed subscriber group
of the donor base station (S52), an operation of performing a
suitability check of the base station function of the relay node
based on the setting information relating to the closed sub-
scriber groups of the base station function of the relay node
and the donor base station (S53), and an operation of initiat-
ing an access to the relay-enhanced cellular system via the
donor base station (S54) when the suitability check is suc-
cessful such that the setting information relating to the closed
subscriber group of the base station function of the relay node
and the donor base station are compatible or permitted in
terms of at least one of identity, access mode, and members.

Although not shown in FIG. 5, a method according to
exemplary embodiments of the present invention may further
comprise an operation of performing a suitability check of a
user equipment function of the relay node based on the setting
information relating to the closed subscriber group of the
donor base station and a whitelist defining one or more closed
subscriber groups in which the user equipment function of the
relay node is a member.

As aresult, the access initiation is performed when the one
suitability check is and/or, if applicable, both suitability
checks are successful.

According to embodiments of the present invention, access
initiation may be accomplished by providing the setting infor-
mation relating to a closed subscriber group of a base station
function of a relay node to the relay-enhanced cellular sys-
tem. Hence, the operation of step S54 according to FIG. 5
may comprise providing RN-eNB CSG setting information
toward the network. Such initiation or provision of corre-
sponding information may be accomplished by way of inclu-
sion into a specific message and transmission thereof towards
the network (as in the exemplary embodiments according to
FIGS. 6 and 8) and/or (in an indirect manner, say logically or
virtually) by way of enhanced RN-UE subscription informa-
tion at the HSS (as in the exemplary embodiments according
to FIG. 7).

It may be regarded that the methods according to FIGS. 4
and 5 may represent counterparts of'a cooperation of different
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entities within a common RN access/admission control pro-
cedure according to exemplary embodiments of the present
invention.

FIGS. 6 to 8 show signaling diagrams of various exemplary
procedures of relay node access control according to exem-
plary embodiments of the present invention.

As shown in FIGS. 6 to 8, the relay node requesting access
to the network performs a suitability checking operation for
checking its suitability in terms of the CSG settings of the
donor base station. According to embodiments of the present
invention, such suitability checking operation may comprise
a two-fold suitability check. That is, as shown in steps 1 and
2 of FIGS. 6 to 8, the relay node may perform a CSG suit-
ability check with regard to its UE function RN-UE and a
CSG suitability check with regard to its eNB function RN-
eNB.

In this regard, the relay node has to know the CSG settings
of the serving donor (DeNB) cell, which it may previously
receive from the DeNB. Then, in step 1, the relay node may
perform CSG suitability check with regard to its UE function
RN-UE which is based on the CSG settings of the DeNB cell
and the RN-UE subscriber CSG list (whitelist). Namely, it
may be checked whether the RN-UE is a member of the CSG
of'the DeNB cell. Then, in step 2, the relay node may perform
CSG suitability check with regard to its eNB function RN-
eNB which is based on the CSG settings of the DeNB cell and
the CSG settings of the RN-eNB cell. Namely, it may be
checked whether the CSG settings of the RN-eNB are com-
patible with or permitted by the CSG settings of the DeNB
cell. It is to be noted that, when the suitability of the RN-UE
is ensured by way of a conventional technique, embodiments
of the present invention basically comprise the additional
suitability check with regard to the relay node’s eNB function
before the relay node is enabled to access the network.

In step 2, the RN may compare the detected CSG settings
(e.g. CSGID, access mode) from the surrounding DeNB with
it its own CSG settings (i.e. the CSG settings of the eNB
function of the RN). In case its own CSG settings are permit-
ted by or compatible with the CSG settings of the DeNB, the
RN may initiate the network access with that DeNB. For
example, ifthe CSG ID ofthe RN cell is the same as that of the
DeNB cell, or the CSG member/s of the RN cell CSG repre-
sent/s a subset of those of the DeNB CSG cell, the RN CSG
cell may be considered as a suitable CSG cell in view of the
CSG settings of the DeNB cell. Otherwise, the RN cell may
not be considered as suitable.

Only if the CSG suitability checking operation is success-
ful (in the case of FIGS. 6 to 8, if both CSG suitability checks
are successful), the RN may initiate network access with the
DeNB cell. Otherwise, the RN may not initiate the network
access even if the CSG suitability check with regard to its UE
function (without considering the eNB part) has been suc-
cessful.

FIG. 6 shows a signaling diagram of a first exemplary
procedure of relay node access control according to exem-
plary embodiments of the present invention.

As shown in FIG. 6, the MME in charge of the RN-UE
performs an access control operation for the requesting RN
(RN-UE from point of view of the network). According to
embodiments of the present invention, such access control
operation may comprise a two-fold access control or check.
That is, as shown in steps 6 and 7 of FIG. 6, the MME may
perform a CSG access control or check with regard to the
RN-UE function and a CSG access control or check with
regard to the RN-eNB function.

In this regard, required information, namely CSG settings
of'the RN-eNB cell and the DeNB cell, is provided by/via the
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RN and the DeNB, and further required information, namely
the RN-UE subscribed CSG list (whitelist), is provided by/via
ahome subscriber system HSS (step 5) by way of'the RN-UE
subscription information.

As shown in FIG. 6, after successful suitability checking at
the RN, the RN provides the CSG settings of the RN-eNB cell
towards the network (step 3). To this end, when the RN-UE
initiates the attach process to the selected DeNB as a RN
(phase 2 ofthe specified RN attach procedure), the RN(-UE)
may include the CSG settings (e.g. CSG ID, access mode) of
its associated RN-eNB function into an attach request mes-
sage sent to the MME via the DeNB. That is, the DeNB may
receive the attach request message from the RN, and may
forward the message together with its own CSG settings of
the DeNB cell to the MME (step 4). Upon receiving the attach
request message from the RN(-UE), the MME knows the
CSG settings of the RN-eNB associated with the RN-UE
based on the additional information included in the attach
request message, and is enabled to make an additional access
control for the RN with regard to the RN-eNB function in
addition to the access control with regard to the RN-UE
function.

Besides applying a RN-UE access control mechanism
based on the CSG settings of the DeNB cell and the RN-UE
CSG subscription information (i.e. RN-UE subscribed CSG
list (whitelist)) provided by the HSS (i.e. a check whether the
RN-UE is a member of the DeNB cell) (step 6), the MME of
the RN-UE may apply a RN-eNB access control mechanism
based on the CSG settings of the DeNB and the RN-eNB (i.e.
a check whether the CSG settings of the RN-UE are compat-
ible with or permitted by the CSG settings of the DeNB cell)
(step 7). That is, access control according to embodiments of
the present invention considers both CSG settings (restric-
tions) of the layered CSG cells of the RN(-eNB) and the
DeNB.

The access control result conveyed (via the DeNB) to the
RN(UE) is a comprehensive result considering the access
control of both the RN-UE function and the RN-eNB function
(in steps 6 and 7). Only passing both access controls or
checks, the RN(-UE) is permitted to access the network via
the DeNB and to activate its RN(-eNB) cell. Otherwise, the
RN(-UE) is rejected to access the network via the DeNB cell.
That is, only if the RN-UE access control is successful and the
RN-eNB access control is successful, the final overall access
control for the RN(-UE) is successful.

According to embodiments of the present invention, a new
failure reason may be defined and indicated to the RN(-UE) to
make it aware of the specific reason for the failure. For
example, if the RN-UE access control is successful and the
RN-eNB access control is failed, the final overall access
control for the RN(-UE) is failed with a failure reason indi-
cating “Failure due to RN-eNB” or the like; if the RN-UE
access control is failed and the RN-eNB access control is
successful, the final overall access control for the RN(-UE) is
failed with a failure reason indicating “Failure due to RN-
UE” or the like;
if the RN-UE access control is failed and the RN-eNB access
control is failed, the final overall access control for the RN(-
UE) is failed with a failure reason indicating “Failure due to
both” or the like.

The final overall access control for the RN(-UE) is reported
to the RN(-UE) via the DeNB by way of correspondingly
configured messages such as e.g. attach accept messages in
case of success (steps 8a and 9a) or accept reject messages in
case of failure (steps 86 and 95).

As evident from the above, the messages used and, thus, the
exchange of relevant information according to the present
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embodiments of the present invention are based on NAS
(Non-Access Stratum) level procedures.

FIG. 7 shows a signaling diagram of a second exemplary
procedure of relay node access control according to exem-
plary embodiments of the present invention.

As shown in FIG. 7, the MME in charge of the RN-UE
performs an access control operation for the requesting RN
(RN-UE from point of view of the network). According to
embodiments of the present invention, such access control
operation may comprise a two-fold access control or check.
That is, as shown in steps 7 and 8 of FIG. 7, the MME may
perform a CSG access control or check with regard to the
RN-UE function and a CSG access control or check with
regard to the RN-eNB function.

In this regard, required information, namely CSG settings
of the DeNB cell, is provided by/via the DeNB, and further
required information, namely CSG settings of the RN-eNB
cell and the RN-UE CSG subscription information (i.e. RN-
UE subscribed CSG list (whitelist)), is provided by/via a
home subscriber system HSS (steps 5 and 6) by way of the
RN-UE subscription information.

According to present embodiments of the present inven-
tion, RN-UE subscription information stored in the HSS is
enhanced with the RN-eNB-related CSG setting information.
That is, besides existing CSG subscription information of a
(RN-)UE, as currently specified (e.g. in LTE Release 8/9),
additional CSG subscription information is introduced for the
RN(-UE/eNB). The additional CSG subscription information
serves for enabling the consideration of the RN(-eNB) cell in
access control according to embodiments of the present
invention. The additional CSG subscription information may
for example include CSG ID and CSG access mode of the
RN-eNB associated with the RN-UE.

As shown in F1G. 7, after successtul suitability checking at
the RN, the RN initiates the attach process to the selected
DeNB as a RN (phase 2 of the specified RN attach procedure)
by way of an attach request message being sent to the DeNB.
The DeNB may receive the attach request message from the
RN, and may forward the same together with its own CSG
settings of the DeNB cell to the MME (step 4).

Upon receiving the attach request message from the RN(-
UE), the MME retrieves the CSG settings of the RN-eNB
associated with the RN-UE (in addition to the RN-UE sub-
scribed CSG list (whitelist) from the HSS (steps 5 and 6).
Thereafter, the MME knows the CSG settings of the RN-eNB
associated with the RN-UE based on the additional subscrip-
tion information stored at the HSS, and is enabled to make an
additional access control for the RN with regard to the RN-
eNB function in addition to the access control with regard to
the RN-UE function.

The following procedure of steps 7 to 10 according to FI1G.
7 functionally corresponds to that of steps 6 to 9 according to
FIG. 6. Therefore, reference is made to the corresponding
description in connection with steps 6 to 9 according to FIG.
6 above.

Basically, besides applying a RN-UE access control
mechanism based on the CSG settings of the DeNB cell and
the RN-UE whitelist (i.e. a check whether the RN-UE is a
member of the DeNB cell), the MME of the RN-UE may
apply aRN-eNB access control mechanism based on the CSG
settings of the DeNB and the RN-eNB (i.e. a check whether
the CSG settings of the RN-eNB are compatible with or
permitted by the CSG settings of the DeNB cell). That is,
access control according to embodiments of the present
invention considers both CSG settings (restrictions) of the
layered CSG cells of the RN(-eNB) and the DeNB. The final
overall access control for the RN(-UE) is reported to the



US 9,338,655 B2

19
RN(-UE) via the DeNB by way of correspondingly config-
ured messages such as e.g. attach accept messages in case of
success or accept reject messages in case of failure.

With regard to the RN-eNB access control mechanism, the
MME may compare the additional CSG subscription infor-
mation retrieved from the HSS and the CSG settings of the
DeNB cell. Only if the CSG setting of the RN cell is compat-
ible with or permitted by the DeNB cell, the RN(-UE) is
accepted foraccess/admission. For example, if the CSG ID of
the RN cell is the same as that of the DeNB cell, or even if the
CSG ID of the RN cell is different from that of the DeNB cell
but permitted by the DeNB cell (e.g. the RN cell is a close
CSG cell, but the DeNB cell is a hybrid or open CSG cell),
then the access control may be regarded as successful.

As evident from the above, the messages used and, thus, the
exchange of relevant information according to the present
embodiments of the present invention are based on NAS
(Non-Access Stratum) level procedures and an enhanced
RN(-UE) subscription.

FIG. 8 shows a signaling diagram of a third exemplary
procedure of relay node access control according to exem-
plary embodiments of the present invention.

As shown in FIG. 8, the DeNB serving the requesting RN
performs an access control operation for the requesting RN
(RN-UE from point of view of the network). According to
embodiments of the present invention, as shown in step 4,
such access control operation may comprise a CSG access
control or check with regard to the RN-eNB function.

In this regard, required information, namely CSG settings
of the RN-eNB cell, is provided by the RN, and further
required information, namely CSG settings of the DeNB cell,
is locally acquired e.g. from a local storage of the DeNB.

As shown in FIG. 8, after successful suitability checking at
the RN, the RN provides the CSG settings of the RN-eNB cell
towards the network (step 3). To this end, when the RN-UE
initiates the attach process to the selected DeNB as a RN
(phase 2 ofthe specified RN attach procedure), the RN(-UE)
may include the CSG settings (e.g. CSG ID, access mode) of
its associated RN-eNB function into a (e.g. RRC) connection
request message sent to the DeNB. That is, the DeNB may
receive the thus configured (e.g. RRC) connection request
message from the RN, and may use the contents of the mes-
sage together with its own CSG settings of the DeNB cell for
access/admission control of the RN(-UE) (step 4). Upon
receiving the (e.g. RRC) connection request message from
the RN(-UE), the DeNB knows the CSG settings of the RN-
eNB associated with the RN-UE based on the additional
information included in the (e.g. RRC) connection request
message, and is enabled to make an access control for the RN
with regard to the RN-eNB function.

According to present embodiments of the present inven-
tion, the provision of the relevant CSG setting information
(e.g. CSG ID and access mode) from the RN may be accom-
plished when the RN is about to set up a RRC (radio resource
control) connection with the respective DeNB cell to operate
as a RN. To this end, according to embodiments of the present
invention, a specific information element may be introduced
in the RRCConnectionRequest message or the RRCConnec-
tionSetupComplete message to indicate the CSG settings of
the RN(-eNB) cell.

In principle, the following procedure of steps 4 and 5
according to FIG. 8 functionally corresponds to that of steps
7 t0 9 according to FIG. 6 and/or steps 8 to 10 according to
FIG. 7. Basically, the respective procedures only differ in the
message type used for information exchange. Therefore, ref-
erence is made to the corresponding description in connection
with FIGS. 6 and 7 above.
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Basically, the DeNB may apply a RN-eNB access control
mechanism based on the CSG settings of the DeNB and the
RN-eNB (i.e. acheck whether the CSG settings of the RN-UE
are compatible with or permitted by the CSG settings of the
DeNB cell). Stated in other words, the DeNB may perform a
local access control or check by considering its own CSG
settings. That is, access control according to embodiments of
the present invention considers both CSG settings (restric-
tions) of the layered CSG cells of the RN(-eNB) and the
DeNB. The final overall access control for the RN(-UE) is
reported to the RN(-UE) by way of correspondingly config-
ured messages such as a connection setup message (e.g.
RRCConnectionSetup) in case of success or a connection
reject message (e.g. RRCConnectionReject) in case of fail-
ure. Specifically, in case the CSG settings of the RN cell is not
accepted by the DeNB, the DeNB cell rejects the RRC con-
nection for the RN(UE) or releases the RRC connection pre-
viously established with the RN(-UE) cell, and may inform
the specific reason by way of a new failure reason such as e.g.
“CSG setting of the RN-eNB cell is not permitted” or the like.

As evident from the above, the messages used and, thus, the
exchange of relevant information according to the present
embodiments of the present invention are based on lower
layer (i.e. AS (Access Stratum) level) procedures.

FIG. 9 shows a signaling diagram of an exemplary OAM-
based procedure of access control according to exemplary
embodiments of the present invention, i.e. an OAM-based
access control mechanism.

By way of such OAM-based access control mechanism, a
selection of an acceptable DeNB cell on the basis of the CSG
settings of the RN-eNB cell and the DeNB cell may be
accomplished (see step 1), and an alignment of CSG settings
of'the RN-eNB cell and the DeNB cell may be accomplished
based thereon (see steps 2a, 2b, 3a, and 3b), e.g. at/by an
OAM entity of the RN such as a vendor/operator-specific
element management system (EMS). To this end, the RN-
OAM entity may previously retrieve CSG settings of the
DeNB cell from a network management system (NMS).

For further details in this regard, reference is made to FIG.
9.

Such OAM-based access control mechanism may be
executed prior to or simultaneously with the previously
described methods and procedures. Accordingly, exemplary
embodiments of the present invention encompass a combina-
tion of the methods and/or procedures according to FIGS. 4 to
8 and the OAM-based access control mechanism according to
FIG. 9 (in particular, any one of steps 1, 2a, 2b, 3a, 3b
thereof).

In the above, it is assumed that a relay node has, or is
capable of managing/providing, a single closed subscriber
group.

According to embodiments of the present invention, it may
be the case that a relay node has, or is capable of managing/
providing, a plurality of closed subscriber groups. In such
case, each time (i.e. for each access control), one CSG out of
the plural CSGs of the respective relay node is handled in any
one of the aforementioned methods and procedures, and the
one relevant CSG has to be compatible with or permitted by
the CSG settings of the DeNB as explained above. The one
CSG being relevant for a respective access control may be
selected (by any one of the RN, the MME and an OAM
(operation and maintenance) system) on the basis of any one
of many conceivable factors. Such factors could for example
comprise at least one of location of the relay node, the donor
base station, policy of operator, and temporal conditions.

In this regard, it is noted that RNs may not have an own
hard coded CSG setting but may be able to support many CSG
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settings instead. For example, in a company different depart-
ments may have different CSGs (e.g. for research, production
and finance) and, due to security reasons, access to other
departments may not be permitted. However, a RN may be
used by any one ofthe departments (but not by two at the same
time). Then, the RN may have a broad set of possible CSG
settings which is however narrowed down when connected to
a DeNB. It could also be considered that a company may
allow only a restricted CSG access to a (D)eNB but a more
broad access to a RN connected to this (D)eNB, but not a fully
liberal access. For example, the finance department may be
connected via a RN to the HeNB which serves the production
department, and this HeNB may take care to properly treat the
data from both departments and avoid security leaks.

In order to support such cases, the network (namely, either
the DeNB or the MME or the OAM system) may inform the
RN which CSG is to be selected and used. The network may
provide a specific CSG setting to the RN based on different
factors, such as for example the location, the DeNB which
would be selected by the RN, policy of operator, or a time
reason. Alternatively, this may be done also by the RN by
anticipating that it has to restrict its CSG settings to the CSG
setting of the DeNB (or even more narrow). Then, still either
the DeNB or the MME may authorize the RN which CSG
setting in detail it is allowed and assumed to deploy (for
example, the setting for finance or production but not
research) upon the RN attaching to a network as a RN.

Embodiments of the present invention may be applicable
for any use cases or scenarios with a relay-enhanced network
architecture. Particularly, this includes any kind of introduc-
tion of the CSG concept in relay systems (e.g. of 3GPP
Release 10 and beyond). For example, this may include uses
cases such as indoor hotspot scenarios, the introduction of
CSGs into macrocells, for enterprise usage of HeNBs in
which relay nodes may be used to enhance the coverage, area
of the enterprise HeNBs without additional cabling.

Itis noted that the aforementioned methods and procedures
are transparent to a user or user equipment connecting to a
relay-enhanced cellular system via a relay node, thus
enabling backwards compatibility for legacy UEs (of 3GPP
Release 10 and before).

Itis noted that the aforementioned methods and procedures
may (at least implicitly) also be applicable for user (UE)
access control. That is, by way of the method and procedures
according to exemplary embodiments of the present inven-
tion, a requested access of a user (UE) to a relay-enhanced
cellular system via a relay node and a donor base station
thereof may be properly handled. Thereby, there may be
provided a solution to the problem how the RN’s access to the
DeNB may be authenticated for enabling user access, via said
RN.

The above-described procedures and functions may be
implemented by respective functional elements, processors,
or the like, as described below.

While in the foregoing exemplary embodiments of the
present invention are described mainly with reference to
methods, procedures and functions, corresponding exem-
plary embodiments of the present invention also cover respec-
tive apparatuses, network nodes and systems, including both
software and/or hardware thereof.

Respective exemplary embodiments of the present inven-
tion are described below referring to FIGS. 10 and 11, while
for the sake of brevity reference is made to the detailed
description of respective corresponding methods and opera-
tions according to any one of FIGS. 4 to 9 above as well as to
the detailed description of an underlying network architecture
according to any one of FIGS. 1 to 3 above.
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In FIGS. 10 and 11, the solid line blocks are basically
configured to perform respective operations as described,
above. The entirety of solid line blocks are basically config-
ured to perform the methods and operations as described
above, respectively. Withrespectto FIGS. 10 and 11, itisto be
noted that the individual blocks are meant to illustrate respec-
tive functional blocks implementing a respective function,
process or procedure, respectively. Such functional blocks are
implementation-independent, i.e. may be implemented by
means of any kind of hardware or software, respectively. The
arrows interconnecting individual blocks are meant to illus-
trate an operational coupling there-between, which may be a
physical and/or logical coupling, which on the one hand is
implementation-independent (e.g. wired or wireless) and on
the other hand may also comprise an arbitrary number of
intermediary functional entities not shown. The direction of
arrow is meant to illustrate the direction in which certain
operations are performed and/or the direction in which cer-
tain data is transferred.

Further, in FIGS. 10 and 11, only those functional blocks
are illustrated, which relate to any one of the above-described
methods, procedures and functions. A skilled person will
acknowledge the presence of any other conventional func-
tional blocks required for an operation of respective structural
arrangements, such as e.g. a power supply, a central process-
ing unit, respective memories or the like. Among others,
memories are provided for storing programs or program
instructions for controlling the individual functional entities
to operate as described herein.

FIG. 9 shows a schematic block diagram of an exemplary
device according to exemplary embodiments of the present
invention. The thus depicted device may be an apparatus
according exemplary embodiments of the present invention,
and any combination of the thus depicted device with an
appropriate other device (as evident from FIGS. 6 to 8 above)
may be a system according exemplary embodiments of the
present invention.

In view of the above, the thus described apparatus may
represent a (part of an) apparatus such as a mobility manage-
ment entity MME in the case of FIGS. 6 and 7, and/or a donor
base station DeNB in the case of FIG. 8. In the case of FIGS.
6 and 7, the thus described apparatus may cooperate with the
relay node RN, the mobility management entity MME and the
home subscriber system HSS as described above. In the case
of FIG. 8, the thus described apparatus may cooperate with
the relay node RN as described above.

According to FIG. 10, the apparatus is an apparatus accord-
ing to exemplary embodiments of the present invention,
which is configured to perform a procedure as described in
conjunction with FIG. 4. Therefore, while basic functional-
ities are described hereinafter, reference is made to the above
description according to FIG. 4 as well as the above descrip-
tion of the MME according to FIGS. 6 and 7 and/or the DeNB
according to FIG. 8 for details thereof.

According to FIG. 10, the thus depicted apparatus accord-
ing to exemplary embodiments of the present invention com-
prises a processor and a transceiver as well as, optionally, a
memory.

The processor may be specifically configured to retrieve
setting information relating to a closed subscriber group of a
base station function of a relay node, thus representing means
for retrieving RN-eNB CSG setting information. In other
words, the processor may have a corresponding RN-eNB
CSG@ setting information retrieving functionality. Further, the
processor may be specifically configured to acquire setting
information relating to a closed subscriber group of the donor
base station, thus representing means for acquiring DeNB



US 9,338,655 B2

23

CSG setting information. In other words, the processor may
have a corresponding DeNB CSG setting information acquir-
ing functionality. Still further, the processor may be specifi-
cally configured to perform access control of the base station
function of the relay node based on the setting information
relating to the closed subscriber groups of the base station
function of the relay node and the donor base station, thus
representing means for performing RN-eNB access control.
In other words, the processor may have a corresponding RN-
eNB access control functionality.

Additionally, for the embodiments according to FIGS. 6
and 7, the processor may be specifically configured to acquire
a whitelist defining one or more closed subscriber groups in
which the user equipment function of the relay node is a
member, thus representing means for acquiring a RN-UE
CSG whitelist. In other words, the processor may have a
corresponding RN-UE CSG whitelist acquiring functionality.
Also, the processor may be specifically configured to perform
access control of the user equipment function of the relay
node based on the setting information relating to the closed
subscriber group of the donor base station and the whitelist,
thus representing means for performing RN-UE access con-
trol. In other words, the processor may have a corresponding
RN-UE access control functionality.

The transceiver may be specifically configured to receive
and/or transmit corresponding information in the form of
corresponding messages to and/or from respective counter-
part entities as evident from FIGS. 6 to 8.

The memory may be specifically configured to store rel-
evant information and/or messages in the context of the
above-described operations, procedures and functions. In
other words, the memory may represent a local storage as
described above.

Although not shown, embodiments of the present invention
also encompass entities and/or functions for supporting the
above-described apparatus in access control. In the case of
FIGS. 6 and 7, such supporting entities and/or functions
according to embodiments of the present invention may com-
prise the RN, the DeNB, and/or the HSS. In the case of FIG.
8, such supporting entities and/or functions according to
embodiments of the present invention may comprise the RN.
Such supporting entities and/or functions according to
embodiments of the present invention are essentially config-
ured to (e.g. have a processor and corresponding means con-
figured to) provide setting information relating to a closed
subscriber group of a base station function of a relay node for
access control of the base station function of the relay node.

Although not shown, embodiments of the present invention
also encompass entities and/or functions for supporting the
above-described apparatus in access control, as shown in
FIG. 9. That is, the RN and/or DeNB may be specifically
configured accordingly, and/or the RN-OAM, the DeNB-
OAM and the NMS may be specifically provided and config-
ured accordingly. Such supporting entities and/or functions
according to embodiments of the present invention are essen-
tially configured to (e.g. have a processor and corresponding
means configured to) accomplish the features and effects of
the OAM-based access control mechanism according to FIG.
9.

Although not shown, embodiments of the present invention
also encompass a home subscriber system HSS capable of
supporting (storing) enhanced RN-UE subscription informa-
tion as described above. Such home subscriber system HSS
may be applicable for the embodiments according to FIG. 7.
Accordingly, a home subscriber system HSS according
embodiments of the present invention may include a corre-
spondingly configured local storage as well as a processor
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and a transceiver to properly participate in cooperation with
the DeNB as described in connection with FIG. 7.

FIG. 10 shows a schematic block diagram of an exemplary
device according to exemplary embodiments of the present
invention. The thus depicted device may be an apparatus
according exemplary embodiments of the present invention,
and any combination of the thus depicted device with an
appropriate other device (as evident from FIGS. 6 to 8 above)
may be a system according exemplary embodiments of the
present invention.

In view of the above, the thus described apparatus may
represent a (part of an) apparatus such as a relay node RN in
the case of FIGS. 6 to 8. The thus described apparatus may
cooperate with the donor base station DeNB and/or the
mobility management entity MME as described above.

According to FIG. 11, the apparatus is an apparatus accord-
ing to exemplary embodiments of the present invention,
which is configured to perform a procedure as described in
conjunction with FIG. 5. Therefore, while basic functional-
ities are described hereinafter, reference is made to the above
description according to FIG. 5 as well as the above descrip-
tion of the RN according to FIGS. 6 to 8 for details thereof.

According to FIG. 11, the thus depicted apparatus accord-
ing to exemplary embodiments of the present invention com-
prises a processor and a transceiver as well as, optionally, a
memory.

The transceiver and/or the processor may be specifically
configured to receive setting information relating to a closed
subscriber group of the donor base station, thus representing
means for receiving DeNB CSG setting information. In other
words, the processor may have a corresponding DeNB CSG
setting information receiving functionality. The processor
may be specifically configured to procure setting information
relating to a closed subscriber group of a base station function
of a relay node, thus representing means for procuring RN-
eNB CSG setting information. In other words, the processor
may have a corresponding RN-eNB CSG setting information
procuring functionality. Further, the processor may be spe-
cifically configured to perform a suitability check of the base
station function of the relay node based on the setting infor-
mation relating to the closed subscriber groups of the base
station function of the relay node and the donor base station,
thus representing means for performing a (RN-eNB) CSG
setting information suitability check. In other words, the pro-
cessor may have a corresponding a CSG setting information
suitability checking functionality. Still further, the processor
may be specifically configured to initiate an access to the
relay-enhanced cellular system via the donor base station,
thus representing means for initiating an access. In other
words, the processor may have a corresponding access initi-
ating functionality.

Additionally, for the embodiments according to FIGS. 6 to
8, the processor may be specifically configured to acquire a
whitelist defining one or more closed subscriber groups in
which the user equipment function of the relay node is a
member, thus representing means for acquiring a RN-UE
CSG whitelist. In other words, the processor may have a
corresponding RN-UE CSG whitelist acquiring functionality.
Also, the processor may be specifically configured to perform
a suitability check of a user equipment function of the relay
node based on the setting information relating to the closed
subscriber group of the donor base station and the whitelist,
thus representing means for performing a RN-UE CSG set-
ting information suitability checking functionality. In other
words, the CSG setting information suitability checking
functionality of the processor may be adapted accordingly. In
such a case, the access initiating functionality of the processor
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may be adapted accordingly such that the access initiation is
only performed when both suitability checks are successful.

Regarding the access initiating functionality, according to
embodiments of the present invention, access may be initiated
by providing the setting information relating to a closed sub-
scriber group of a base station function of a relay node to the
relay-enhanced cellular system. Hence, the processor may
represent means for providing RN-eNB CSG setting infor-
mation toward the network or, in other words, the processor
may have a corresponding RN-eNB CSG setting information
providing functionality. In the embodiments according to
FIGS. 6 and 8, such initiation or provision of corresponding
information may be accomplished by way of inclusion into a
specific message and transmission thereof towards the net-
work. In the embodiments according to FIG. 7, such initiation
or provision of corresponding information may be accom-
plished (in an indirect manner, say logically or virtually) by
way of enhanced RN-UE subscription information at the
HSS.

The transceiver may be specifically configured to receive
and/or transmit corresponding information in the form of
corresponding messages to and/or from respective counter-
part entities as evident from FIGS. 6 to 8.

The memory may be specifically configured to store rel-
evant information and/or messages in the context of the
above-described operations, procedures and functions. In
other words, the memory may represent a local storage as
described above.

According to exemplarily embodiments of the present
invention, a system may comprise any conceivable combina-
tion of the thus depicted apparatuses and other network ele-
ments, which are configured to cooperate as described above.

In general, it is to be noted that respective functional blocks
or elements according to above-described aspects can be
implemented by any known means, either in hardware and/or
software, respectively, if it is only adapted to perform the
described functions of the respective parts. The mentioned
method steps can be realized in individual functional blocks
or by individual devices, or one or more of the method steps
can be realized in a single functional block or by a single
device.

Generally, any method step is suitable to be implemented
as software or by hardware without changing the idea of the
present invention. Devices and means can be implemented as
individual devices, but this does not exclude that they are
implemented in a distributed fashion throughout the system,
as long as the functionality of the device is preserved. Such
and similar principles are to be considered as known to a
skilled person.

Software in the sense of the present description comprises
software code as such comprising code means or portions or
a computer program or a computer program product for per-
forming the respective functions, as well as software (or a
computer program or a computer program product) embodied
on a tangible medium such as a computer-readable (storage)
medium having stored thereon a respective data structure or
code means/portions or embodied in a signal or in a chip,
potentially during processing thereof.

Generally, for the purpose of the present invention as
described herein above, it should be noted that

method steps and functions likely to be implemented as

software code portions and being run using a processor
atone of the entities, a network element, or a terminal (as
examples of devices, apparatuses and/or modules
thereof, or as examples of entities including apparatuses
and/or modules therefor), are software code indepen-
dent and can be specified using any known or future
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developed programming language, such as e.g. Java,
C++, C, and Assembler, as long as the functionality
defined by the method steps is preserved;

method steps, functions, and/or devices, apparatuses, units

or means likely to be implemented as hardware compo-
nents at a terminal or network element, or any module(s)
thereof, are hardware independent and can be imple-
mented using any known or future developed hardware
technology or any hybrids of these, such as MOS (Metal
Oxide Semiconductor), CMOS (Complementary
MOS), BiMOS (Bipolar MOS), BiCMOS (Bipolar
CMOS), ECL (Emitter Coupled Logic), TTL (Transis-
tor-Transistor Logic), etc., using for example ASIC (Ap-
plication Specific IC (Integrated Circuit)) components,
FPGA (Field-programmable Gate Arrays) components,
CPLD (Complex Programmable Logic Device) compo-
nents or DSP (Digital Signal Processor) components; in
addition, any method steps and/or devices, units or
means likely to be implemented as software components
may for example be based on any security architecture
capable e.g. of authentication, authorization, keying
and/or traffic protection;

devices, apparatuses, units or means can be implemented

as individual devices, apparatuses, units or means, but
this does not exclude that they are implemented in a
distributed fashion throughout the system, as long as the
functionality of the device, apparatus, unit or means is
preserved,

an apparatus may be represented by a semiconductor chip,

a chipset, or a (hardware) module comprising such chip
or chipset; this, however, does not exclude the possibil-
ity that a functionality of an apparatus or module, instead
of being hardware implemented, be implemented as
software in a (software) module such as a computer
program or a computer program product comprising
executable software code portions for execution/being
run on a processor;

adevice may be regarded as an apparatus or as an assembly

of more than one apparatus, whether functionally in
cooperation with each other or functionally indepen-
dently of each other but in a same device housing, for
example.

The present invention also covers any conceivable combi-
nation of method steps and operations described above, and
any conceivable combination of nodes, apparatuses, modules
or elements described above, as long as the above-described
concepts of methodology and structural arrangement are
applicable.

There are provided measures for access control of a relay
node with a closed subscriber group, said measures exemplar-
ily comprising retrieval of setting information relating to a
closed subscriber group of a base station function of a relay
node, said relay node requesting access to a relay-enhanced
cellular system via a donor base station, acquisition of setting
information relating to a closed subscriber group of the donor
base station, and execution of access control of the base
station function of the relay node based on the setting infor-
mation relating to the closed subscriber groups of the base
station function of the relay node and the donor base station.

The measures proposed according to exemplary embodi-
ments of the present invention may be applied for any kind of
relay-enhanced cellular system, such as for example for those
in accordance with 3GPP RAN2/RAN3 standards and/or
3GPP LTE standards of release 10/11/12/ . . . (LTE-Advanced
and its evolutions).

Even though the invention is described above with refer-
ence to the examples according to the accompanying draw-
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ings, it is to be understood that the invention is not restricted
thereto. Rather, it is apparent to those skilled in the art that the
present invention can be modified in many ways without
departing from the scope of the inventive idea as disclosed
herein.
The invention claimed is:
1. A method comprising:
retrieving setting information relating to a closed sub-
scriber group of a base station function of a relay node
when said relay node requests access to a relay-en-
hanced cellular system via a donor base station,

acquiring setting information relating to a closed sub-
scriber group of the donor base station, and

performing access control of the base station function of
the relay node to said relay-enhanced cellular system
based on the setting information relating to the closed
subscriber group of the base station function of the relay
node and the setting information relating to the closed
subscriber group of the donor base station.

2. An apparatus comprising:

a processor; and

a memory including computer program code, the memory

and the computer program code configured, with the
processor, to cause the apparatus to perform at least the
following:

retrieve setting information relating to a closed subscriber

group of a base station function of a relay node when
said relay node requests access to a relay-enhanced cel-
Iular system via the apparatus,

acquire setting information relating to a closed subscriber

group of the apparatus, and

perform access control of the base station function of the

relay node to said relay-enhanced cellular system based
on the setting information relating to the closed sub-
scriber group of the base station function of the relay
node and the setting information relating to the closed
subscriber group of the apparatus.

3. The apparatus according to claim 2, wherein

the setting information comprises at least one of an identity

of'the closed subscriber group and an access mode of the
base station function of the relay node and the apparatus,
respectively, and/or

the closed subscriber group of the base station function of

the relay node is one of a plurality of closed subscriber
groups of the relay node, which is selected on the basis
of at least one of location of the relay node, the appara-
tus, policy of operator, and temporal conditions.

4. The apparatus according to claim 2, wherein

the access control of the base station function of the relay

node is successful when the setting information relating
to the closed subscriber group of the base station func-
tion of the relay node and the setting information relat-
ing to the closed subscriber group of the apparatus are
compatible in terms of at least one of identity, access
mode, and members.

5. The apparatus according to claim 2, wherein the appa-
ratus is operable as or at a mobility management entity of a
user equipment function of the relay node.

6. The apparatus according to claim 5, wherein the memory
and the computer program code are further configured, with
the processor, to cause the apparatus to perform at least the
following:

perform access control of the user equipment function of

the relay node based on the setting information relating
to the closed subscriber group of the apparatus and a
whitelist defining one or more closed subscriber groups
in which the user equipment function of the relay node is
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a member, wherein the access control of the user equip-
ment function of the relay node is successful when the
user equipment function ofthe relay node is a member of
the closed subscriber group of the apparatus, and

the memory and the computer program code are further

configured, with the processor, to cause the apparatus to

perform at least the following:

send an attach accept message to the apparatus and/or
the relay node when both the access control of the
base station function of the relay node and the access
control of the user equipment function of the relay
node are successful, or

send an attach reject message to the apparatus and/or the
relay node when at least one of the access control of
the base station function of the relay node and the
access control of the user equipment function of the
relay node is not successful.

7. The apparatus according to claim 5, wherein the memory
and the computer program code are further configured, with
the processor, to cause the apparatus to perform at least the
following:

for retrieving and acquiring, receive the setting information

relating to the closed subscriber groups of the base sta-
tion function of the relay node and the apparatus from
the donor base station, and/or

the setting information relating to the closed subscriber

group of the base station function of the relay node is
included in an attach request message.

8. The apparatus according to claim 5, wherein the memory
and the computer program code are further configured, with
the processor, to cause the apparatus to perform at least the
following:

for retrieving, fetch the setting information relating to the

closed subscriber group of the base station function of
the relay node from a home subscriber system storing
the setting information relating to the closed subscriber
group of the base station function of the relay node as
part of subscription information of the user equipment
function of the relay node, and/or

the apparatus further comprises a receiver configured to

and/or the memory and the computer program code are

further configured, with the processor, to cause the appa-

ratus to perform at least the following:

receive the setting information relating to the closed
subscriber group of the apparatus from the apparatus,
and/or

the memory and the computer program code are further

configured, with the processor, to cause the apparatus to

perform at least the following:

receive an attach request message from the donor base
station.

9. The apparatus according to any one of claim 2, wherein
the apparatus is operable as or at the donor base station.

10. The apparatus according to claim 9, wherein the
memory and the computer program code are further config-
ured, with the processor, to cause the apparatus to perform at
least the following:

for retrieving, receive the setting information relating to the

closed subscriber group of the base station function of
the relay node from the relay node, and/or

the setting information relating to the closed subscriber

group of the base station function of the relay node is
included in a connection request message, and/or

the memory and the computer program code are further

configured, with the processor, to cause the apparatus to
perform at least the following:
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obtain the setting information relating to the closed sub-
scriber group of the apparatus locally from a local
storage of the apparatus, and/or

the memory and the computer program code are further

configured, with the processor, to cause the apparatus to

perform at least the following:

send a connection setup message to the relay node when
the access control of the base station function of the
relay node is successful, or send a connection reject
message to the relay node when the access control of
the base station function of the relay node is not suc-
cessful.

11. The apparatus according to claim 2, wherein the appa-
ratus and/or the relay node is part of an evolved radio access
network in accordance with LTE and/or LTE-Advanced
specifications.

12. A method comprising:

providing setting information relating to a closed sub-

scriber group of a base station function of a relay node
foraccess control of the base station function of the relay
node when said relay node requests access to a relay-
enhanced cellular system via a donor base station having
a closed subscriber group;

receiving setting information relating to a closed sub-

scriber group of a donor base station; and

performing a suitability check of the base station function

of' the relay node based on the setting information relat-
ing to the closed subscriber group of the base station
function of the relay node and the setting information
relating to the closed subscriber group of the donor base
station.

13. The method according to claim 12, wherein the method
is operable at or by the relay node, and wherein the method
further comprises:

performing a suitability check of a user equipment function

of' the relay node based on the setting information relat-
ing to the closed subscriber group of the donor base
station and a whitelist defining one or more closed sub-
scriber groups in which the user equipment function of
the relay node is a member, and wherein

the providing is performed only when both suitability

checks are successful such that the user equipment func-
tion of the relay node is a member of the closed sub-
scriber group of the donor base station and the setting
information relating to the closed subscriber group of
the base station function of the relay node and the setting
information relating to the closed subscriber group of
the donor base station are compatible in terms of at least
one of identity, access mode, and members.

14. An apparatus comprising:

a processor; and

a memory including computer program code, the memory

and the computer program code configured, with the
processor, to cause the apparatus to perform at least the
following:

provide setting information relating to a closed subscriber

group of a base station function of the apparatus for
access control of the base station function of the appa-
ratus when said apparatus requests access to a relay-
enhanced cellular system via a donor base station having
a closed subscriber group;

receive setting information relating to a closed subscriber

group of a donor base station; and

perform a suitability check of the base station function of

the apparatus based on the setting information relating to
the closed subscriber group of the base station function
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of the apparatus and the setting information relating to
the closed subscriber group of the donor base station.

15. The apparatus according to claim 14, wherein the set-
ting information comprises at least one of an identity of the
closed subscriber group and an access mode of the base
station function of the apparatus, and/or

the closed subscriber group of the base station function of

the apparatus is one of a plurality of closed subscriber
groups of the apparatus selected on the basis of at least
one of location of the apparatus, policy of operator, the
donor base station, and temporal conditions.

16. The apparatus according to claim 14, wherein the appa-
ratus is operable as or at a relay node.

17. The apparatus according to claim 16, wherein the
memory and the computer program code are further config-
ured, with the processor, to cause the apparatus to perform at
least the following:

perform a suitability check of a user equipment function of

the apparatus based on the setting information relating to
the closed subscriber group of the donor base station and
a whitelist defining one or more closed subscriber
groups wherein the user equipment function of the appa-
ratus is a member, and

perform the providing only when both suitability checks

are successful such that the user equipment function of
the apparatus is a member of the closed subscriber group
of the donor base station and the setting information
relating to the closed subscriber group ofthe base station
function of the apparatus and the setting information
relating to the closed subscriber group of the donor base
station are compatible in terms of at least one of identity,
access mode, and members.

18. The apparatus according to claim 16, wherein the
memory and the computer program code are further config-
ured, with the processor, to cause the apparatus to perform at
least the following:

transmit the setting information relating to the closed sub-

scriber group of the base station function of the appara-
tus to the donor base station, and/or

activate the base station function of the apparatus upon

receipt of an attach accept message or a connection setup
message, or reject access of the apparatus upon receipt
of an attach reject message or a connection reject mes-
sage.

19. The apparatus according to claim 16, wherein

the setting information relating to the closed subscriber

group of the base station function of the apparatus is
included in an attach request message, or

the setting information relating to the closed subscriber

group of the base station function of the apparatus is
included in connection request message.

20. The apparatus according to claim 14, wherein the appa-
ratus is operable as or at the donor base station.

21. The apparatus according to claim 20, wherein the
memory and the computer program code are further config-
ured, with the processor, to cause the apparatus to perform at
least the following:

receive the setting information relating to the closed sub-

scriber group of the base station function of the appara-
tus from the apparatus, and/or

transmit the setting information relating to the closed sub-

scriber group of the base station function of the appara-
tus to a mobility management entity of a user equipment
function of the apparatus, and/or

the setting information relating to the closed subscriber

group of the base station function of the apparatus is
included in an attach request message.
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22. The apparatus according to claim 14, wherein the appa-
ratus is operable as or at a home subscriber system.
23. The apparatus according to claim 22, wherein the
memory and the computer program code are further config-
ured, with the processor, to cause the apparatus to perform at 5
least the following:
transmit the setting information relating to the closed sub-
scriber group of the base station function of the appara-
tus to a mobility management entity of a user equipment
function of the apparatus, and/or 10

the setting information relating to the closed subscriber
group of the base station function of the apparatus is
included in subscription information of the user equip-
ment function of the apparatus, and/or

the memory and the computer program code are further 15

configured, with the processor, to cause the apparatus to

perform at least the following:

receive a request for fetching the setting information
relating to the closed subscriber group of the base
station function of the apparatus from the mobility 20
management entity, and

the memory and the computer program code are further

configured, with the processor, to cause the apparatus to

perform at least the following:

obtain the setting information relating to the closed sub- 25
scriber group of the base station function of the appa-
ratus locally from a local storage storing the setting
information relating to the closed subscriber group of
the base station function of the apparatus as part of
subscription information of the user equipment func- 30
tion of the apparatus.
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